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ABSTRACT
Power analysis has come to be an important category of crypt-
analytic attacks. Although such attacks have been extensively
applied to block ciphers, only limited research has been done
to analyze their effectiveness on stream cipher hardware im-
plementations. In this paper, we consider the application of
simple power analysis (SPA) to the Grain stream cipher. The
applicability of SPA is considered under idealized assump-
tions of the Hamming distance power model and the com-
plexity of the attack is analyzed. The resulting analysis im-
plies that the Grain cipher is susceptible to power analysis
attacks where there is strong correlation between the power
measurements and changes in the cipher’s state registers.

Index Terms— stream ciphers, cryptanalysis, simple power
analysis, Grain stream cipher

1. INTRODUCTION

Power analysis attacks belong to the general category of cryp-
tographic side channel attacks. Such attacks make use of mea-
surements of implementation characteristics of ciphers that
can be related to cipher data and thereby used to derive the
cryptographic key for the system. Power attacks, based on
analyzing power trace measurements made on an operating
cryptographic device, were first proposed by Kocher, et al.,
[1] in 1999 and have since become an important and effec-
tive category of attacks on cryptographic systems. Most no-
tably such attacks have been applied to symmetric key crypto-
graphic systems based on block ciphers such as the Advanced
Encryption Standard (AES). (See, for example, [2].) How-
ever, little research has been undertaken applying these at-
tacks to stream ciphers.

Stream ciphers typically operate on one bit of data at a
time. For example, to encrypt, an unpredictable, pseudoran-
dom sequence of data, referred to as the keystream, is gener-
ated using a keystream generator and XORed bit-by-bit with
the sequence of plaintext bits to produce the ciphertext bit
sequence. To decrypt, the identical keystream is generated
and XORed with the ciphertext to reproduce the plaintext bit
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stream. In this paper we consider the stream cipher Grain [3],
which was selected for the ECRYPT eSTREAM portfolio for
a hardware-oriented stream cipher [4]. Grain is a keystream
generator designed for efficient hardware implementations,
based on the nonlinear mixing of data from an 80-bit linear
feedback shift register (LFSR) and an 80-bit nonlinear feed-
back shift register (NLFSR).

The general principle behind power analysis attacks is the
following. Since the dynamic power dissipation is the major
consumed power in CMOS circuits, sampling the consumed
power gives an idea of the number of switching transistors
in a circuit. This information then can be used to identify
characteristics of the data within the device and in the ap-
propriate circumstances reveal bit values of the registers of a
cipher implemented within the device. In a power analysis
attack, it is assumed the attacker has the ability to measure
the power consumed by the cipher. This can be approached
by putting a small resistor in series between the power supply
and power input pin (or alternatively, the ground and ground
pin) of the device. Using a high speed oscilloscope, the at-
tacker can measure over time the input (or output) current
which is proportional to the overall power consumption of the
device.

In this paper, we apply the concept of power analysis, in
particular, simple power analysis (SPA), to the Grain stream
cipher. In doing so, we assume an ideal model which can
accurately map power trace measurements to the number of
changes in bits stored in the cipher’s LFSR and NLFSR. This
analysis builds on the concepts first presented in [5], applied
to nonlinear filter generator type stream ciphers (based on one
LSFSR), and then extended in [6] to apply to nonlinear com-
bination generator type stream ciphers comprised of multiple
LFSRs.

2. BACKGROUND

In order to present the outcomes of our work, we must first
review the Grain stream cipher and the concepts associated
with simple power analysis.



2.1. Grain Stream Cipher

The original version of Grain (now referred to as Grain ver-
sion 0 or Grain V0) was submitted to the ECRYPT stream
cipher project (eSTREAM) [4] in 2005 and designed primar-
ily for hardware implementation with an 80-bit key. In order
to address some security concerns, a slightly modified ver-
sion (with small changes to the output function and the non-
linear feedback function), referred to as Grain version 1 or
Grain V1 [3], has been selected for the hardware portfolio by
the eSTREAM project. (In addition, a version with a 128-bit
key, called Grain-128, has also been defined [3].) The Grain
V1 architecture consists of one 80-bit LFSR and one 80-bit
NLFSR. The output is a nonlinear combination of LFSR and
NLFSR bits. Let St and Bt denote the 80-bit LFSR and
NLFSR states, respectively, and st(i) and bt(i) (0 ≤ i < 80),
represent the values of bit i in the states at time t. In this paper,
we consider the 80-bit version of Grain V1 and Fig. 1 shows
the overall architecture. The output (that is, the keystream)
at time t, zt, is determined using a nonlinear combination of
state bits and the LFSR state St and the NLFSR state Bt are
determined using linear and nonlinear feedback relations, re-
spectively. The details of these operations are described in
[3].

In addition to the 80-bit key, Grain V1 has a 64-bit initial-
ization vector (IV). For details on how to setup the key and
resynchronize Grain with a new IV, refer to [3]. An exhaustive
key search on Grain V1 would take on the order of 280 and
this gives an idea of the relative benchmark to consider when
analyzing the security of other attacks on Grain V1. Alter-
natively, since determining the 80-bit states of the LFSR and
the NLFSR would allow the determination of all subsequent
keystream bits, a successful attack of Grain should reveal all
160 bits of the FSRs of Grain. Although some analyses of
Grain have been published, with attacks in particular targeted
to the 128-bit version Grain-128 [7], the 80-bit version Grain
V1 is still considered secure and would be a good selection for
implementation in a CMOS-based ASIC for a stream cipher
application.

2.2. Power Analysis Attacks

In the approach taken in former research considering power
analysis (such as [5, 6] for example, in addition to many oth-
ers), the measured power consumption at the rising edge of
the clock is taken as proportional to the number of register
bits changed in the system at that point in time. This is re-
ferred to as the Hamming distance power model. By taking
samples of power data at the triggering clock edges of syn-
chronous digital hardware, this can reveal information about
data stored in the registers during particular operations of the
cipher.

As summarized in [8], the two basic methods that exist
to exploit power measurement are differential power analysis
and simple power analysis. DPA makes use of a number of

power traces to which statistical methods are applied to deter-
mine data-dependent correlations. SPA examines the infor-
mation from a power trace and directly attempts to determine
information about the cipher data and key. In [9], a differen-
tial power analysis (DPA) attack has been applied to Grain.
The attack is able to recover the key with a small number
of power samples. However, the attack makes use of resyn-
chronizations where the initialization vectors are chosen to be
specific values. These conditions constrain the application of
the attack to very specific circumstances.

3. THEORETICAL APPLICATION OF SPA TO
STREAM CIPHERS

In [5] and [6], theoretical simple power analysis methods are
offered to analyze LFSR cryptographic cores under the as-
sumption of the ideal application of the Hamming distance
power model. That is, it is assumed that power measurements
can be exactly related to the Hamming distance of data in the
registers before and after the triggering edge of the clock with
no noise or inaccuracies in the mapping between power in-
formation and cipher data. The objective of the attacks is to
directly determine the cipher state (that is, the bits of the reg-
isters) of the cipher. Knowing the cipher state, it is possible to
determine the subsequent keystream bits. We summarize the
results for application of SPA to LFSR-based stream ciphers
in this section.

3.1. General Concepts

In our discussion, we refer to L bit values of the LFSR as the
state. At clock cycle t, the current state is represented as St.
The Hamming distance between St and St−1 is given as HDt

and is calculated from

HDt =

L−1∑
i=0

(st(i)⊕ st−1(i)) , (1)

where st(i) represents the value of bit i of St with st(0) being
the rightmost bit of the LFSR and ⊕ representing XOR. It is
assumed that the shift register shifts right with the leftmost
bit, st(L − 1) updated by a linear combination of state bits
St−1.

Between two successive clock cycles it can be shown that
the difference between the Hamming distances must be one
of the three values: HDt+1−HDt ∈ {−1, 0,+1}. Based on
the Hamming distance power model, defining the theoretical
power difference to be PDt given by

PDt = HDt+1 −HDt, (2)

it can be seen that PDt is proportional to the difference of
the measured dynamic power consumption at two consecutive
clock cycles at times t and t+ 1, which is an analog variable
in watts denoted as MPDt. Simply, PDt ∝MPDt.



Fig. 1. Architecture of Grain Stream Cipher

Substituting (2) into (1) results in

PDt = [st+1(L− 1)⊕ st(L− 1)]− [st(0)⊕ st−1(0)], (3)

where the new bit value for state t + 1, st+1(L − 1), will be
the new value of bit L− 1 based on the values of St.

3.2. Attacking an LFSR-based Stream Cipher

As described in [5] to attack a stream cipher based on one
LFSR and a nonlinear filtering function, considering opera-
tions over GF (2), we can write

|PDt| = st(L)⊕ st−1(L)⊕ st(0)⊕ st−1(0) (4)

where we now denote st+1(L− 1) as st(L) and st(L− 1) as
st−1(L). (In general, we can write st+j(i) = st(i + j) with
st(i+ j) representing the (i+ j)-th bit following bit st(0) in
the FSR sequence.)

If the measured dynamic power consumption of the LFSR
at clock cycle t is equal to the measured dynamic power con-
sumption at clock cycle t + 1 (that is, MPDt ≈ 0), then we
can conclude PDt = 0 and write st(L)⊕ st−1(L)⊕ st(0)⊕
st−1(0) = 0 and, if the measured dynamic power consump-
tion at time t and t+1 are not equal (that is MPDt 6= 0), we
can conclude PDt 6= 0 and write st(L)⊕ st−1(L)⊕ st(0)⊕
st−1(0) = 1. For an LFSR, collecting enough MPDt values
and using the linear feedback relation, we can set up a linear
system of equations of the St bits, {st(i)}, where 0 ≤ i < L,
and determine the keystream sequence.

3.3. Attacking Stream Ciphers Based on Multiple LFSRs

In [6], the proposed method in [5] is extended to be applicable
to stream ciphers with multiple LFSRs by assuming the mea-
sured power difference of the circuit is the summation of indi-
vidual LFSRs. For example, if the stream cipher has two LF-
SRs, the total measured MPD of the circuit is MPDtotal =
MPD1 + MPD2 where MPDi is proportional to the the-
oretical power difference of the i-th LFSR, PDi, where i ∈

{1, 2} and PDtotal = PD1 + PD2. Then, when MPDtotal

is a large positive level, indicating that PDtotal = +2, we
know that PD values for both LFSRs are equal to +1. Af-
ter collecting enough power samples, we can set up a system
of equations for each LFSR independently and obtain the bit
values. This can be extended to be applied to any number of
LFSRs that are combined to form a stream cipher.

4. APPLYING SPA TO NLFSRS

An NLFSR has a similar structure to an LFSR, except the
feedback function is nonlinear. In order to make stream ci-
phers more secure, particularly against algebraic attack, NLF-
SRs are widely used in stream ciphers with Grain being an
example. Since in an NLFSR, the feedback is nonlinear, us-
ing the abovementioned method results a system of nonlinear
equations which are difficult to solve.

We now review a simple power analysis method, outlined
in [10], that can be used to determine the bits of an NLFSR
given appropriate power measurements. As with the previ-
ously described attacks, the objective of the approach is to di-
rectly determine the register bit values, thereby determining
precisely the cipher state. Again, we assume that the mea-
sured power consumption resulting in the measured power
difference at time t, MPDt, can be perfectly converted to
the theoretical power difference, PDt.

Consider a consecutive values of PDt for an NLFSR with
the length of L bits and denote the i-th bit of the NLFSR at
time t as bt(i). In order to calculate NLFSR bit values, we
should modify the former equations proposed to analyze an
LFSR. Similar to equation (3), we can write:

PDt = [bt(L)⊕ bt−1(L)]− [bt(0)⊕ bt−1(0)]. (5)

Then, when PDt = +1, we conclude

bt(L)⊕ bt−1(L) = 1
bt(0)⊕ bt−1(0) = 0

(6)



and, when PDt = −1, we can write

bt(L)⊕ bt−1(L) = 0
bt(0)⊕ bt−1(0) = 1.

(7)

When PDt = 0, the two bracketed XOR results of equation
(5) are both equal to either 0 or 1 and we can write

bt(L)⊕ bt−1(L) = bt(0)⊕ bt−1(0). (8)

As long as PDt 6= 0, we can find a relation between two
consecutive values of the NLFSR bits, using equation (6) or
(7).

To analyze the NLFSR, we must obtain L consecutive bits
of the NLFSR. Equations (6) and (7) could determine the re-
lation between two bits of the NLFSR when PDt = +1 or
PDt = −1. However, when PDt = 0, we cannot use equa-
tion (6) and (7) directly. Instead, we make use of an equation
similar to (4) for PDt and PDt+L to obtain

|PDt| ⊕ |PDt+L| = bt(L)⊕ bt−1(L)⊕ bt(0)
⊕bt−1(0)⊕ bt+L(L)
⊕bt+L−1(L)⊕ bt+L(0)
⊕bt+L−1(0)

(9)

resulting in

|PDt| ⊕ |PDt+L| = bt(0)⊕ bt−1(0)⊕ bt(2L)
⊕bt−1(2L)

(10)

where we have made use of the fact that bt+j(i) = bt(i+ j).
As well, it can be shown that

PDt + PDt+L = [bt(2L)⊕ bt−1(2L)]− [bt(0)⊕ bt−1(0)].
(11)

The value of PDt+i must be +1, 0 or −1 implying that
|PDt+i| is 0 or 1. Since |PDt| ⊕ |PDt+L| will be either 1
or 0, if PDt = 0, then we can write equation (6) or (7) for
PDt+L if |PDt+L| is 1 and using equation (10) find the re-
lation between bt(0) and bt−1(0). For example, let us assume
PDt = 0. If PDt+L = +1 or −1, then bt(2L) ⊕ bt−1(2L)
and bt(L)⊕bt−1(L) are known from either equation (6) or (7)
(with t replaced with t+L) and since the left side of equation
(10) is known from power measurements then bt(0)⊕bt−1(0)
can be inferred. If PDt+L = 0, then power differences from
cycle t+ 2L must be considered.

Now using equations (6) or (7) and (10), if necessary, the
relationships between L pairs of consecutive bits are known.
Although the relations between consecutive pairs of bits are
known, the actual values are not. However, there are only two
possibilities and both can be tested to determine which results
in the correct state of the NLFSR. Since for this method, the
feedback relation is not used, we can use the approach for
both an NLFSR and LFSR, with no need to solve a system of
equations.

From equation (5), it is easy to see that the probability of
PDt equal to zero is 1

2 . Hence, we need to obtain PDt+L for,

on average, 1
2 of L consecutive PDt values. On average, 1

2
of the values of PDt+L are equal to the zero and we need to
collect PDt+2L values. In other words, on average for 1

2 of L
consecutive bits we are targeting, we need to collect PDt+L

values; for 1
4 of the L consecutive bits, we need to collect

PDt+2L values, etc.
In practical applications to analyze the sequence of an

NLFSR, it is sufficient to find any consecutive L bits of the
NLFSR. Hence, the analysis initially collects a number of
consecutive power samples and then analyzes the values. In
order to estimate the probability of a successful analysis, we
assume n×L consecutive power difference values have been
collected. The probability of all PDt+iL values being zero
for 0 ≤ i < n and a fixed value of t (and therefore not being
usable to determine bits in the register) is 2−n. If we assume
the occurrence of PDt = 0 for different values of t are in-
dependent, then, given n × L power difference values, the
probability that this is enough samples to analyze the NLFSR
is [1− 2−n]L. For L� 2n, this probability is approximately
1− 2−nL.

5. A NEW THEORETICAL SPA ATTACK OF GRAIN

Since Grain uses two feedback shift registers (one LFSR and
one NLFSR), we need to consider the methods presented in
[6] and summarized in Section 3.3 which describe a theoret-
ical attack on stream ciphers with multiple LFSRs, where it
is assumed that the attack takes place in circumstances where
measured power traces perfectly map to the correct PDt val-
ues. However, the proposed attack can not be applied directly
on NLFSR based ciphers, such as Grain, since it relies on
constructing and solving a system of linear equations.

To extend the attack to Grain, we can use the proposed
method discussed in [10] and summarized in Section 4 which
is applied to an NLFSR assuming perfect mapping from power
measurements to the correct PDt values. Since for the Ham-
ming distance power model, we know that the overall power
consumption of Grain is approximated by the summation of
power consumption of the LFSR and the NLFSR (and it is as-
sumed power consumed in other parts of the circuit is negligi-
ble), measuring the power at the triggering edge of the clock,
embodies the power consumption of the D flip-flops of both
the LFSR and NLFSR. If we assume the power consumption
of the circuit at time t (at the triggering edge) is the summa-
tion of the power consumption of LFSR and NLFSR (which is
also proportional to the Hamming distance of their consecu-
tive states), then we can conclude the overall dynamic power
dissipation of the circuit at the triggering edge of the clock
is proportional to HDLFSR

t + HDNLFSR
t . Hence, we can

define the power difference of the circuit as

PDGrain
t = [HDLFSR

t+1 +HDNLFSR
t+1 ]

−[HDLFSR
t +HDNLFSR

t ] (12)
= PDLFSR

t + PDNLFSR
t .



As shown in Section 3, PDLFSR
t and PDNLFSR

t values can
be −1, 0 or +1, and, hence, −2 ≤ PDGrain

t ≤ +2. As
described in [6], if PDGrain

t = +2 or −2, then we can con-
clude (PDLFSR

t , PDNLFSR
t ) = (+1,+1) or (−1,−1), re-

spectively. Hence, we can use the proposed method in [5] and
set up a system of linear equations to get the bit values of the
LFSR. To complete the attack and get the bit values of the
NLFSR, we use the proposed method described in Section 4.

To calculate the bit values of the NLFSR, we should have
80 consecutive PDNLFSR

t values. To obtain 80 consecutive
PDNLFSR

t values we should at first collect enough power
samples so that we have several hundred values of PDGrain

t =
+2 or −2 and we can find 80 power differences that lead to
independent linear equations [6]. Using these, we can calcu-
late LFSR bit values. After calculating LFSR bit values, we
should calculate PDLFSR

t values for a few hundred consecu-
tive clocks. Finally, deducting calculated PDLFSR

t from the
measured PDGrain

t , we have a few hundred of PDNLFSR
t

values. Using the proposed method in Section 4, we can cal-
culate the bit values of the NLFSR.

The probability of PDGrain
t = +2 or −2 is 1/8. As dis-

cussed in [6], when considering the 80-bit LFSR of Grain, to
solve the system of 80 linear equations, somewhat more than
80 power difference values are required to ensure that we can
obtain 80 linearly independent equations. Based on the anal-
ysis in the appendix of [6], from 120 random linear equations,
the probability that at least 80 equations will be linearly inde-
pendent is greater than 99.99%. To obtain 120 equations, on
average, 960 power samples should be collected. Using 1200
power difference values, as calculated in [6], the probability
of 120 usable power difference values is greater than 98.99%.
Making use of the analysis method in Section 4, the proba-
bility of a successful attack on an 80-bit NLFSR when 1200
power samples have been collected is (1− 2−15)80 ≈ 99.8%.
Hence, we can conclude that with 1200 power samples, Grain
is theoretically susceptible to an SPA attack with very high
probability. This represents an attack on Grain that is sub-
stantially less complex than exhaustive key search, which re-
quires as much as the analysis of 280 values for the 80-bit key
of Grain.

6. CONCLUSION

In this paper, we have discussed the application of a sim-
ple power analysis attack applied to Grain in an ideal envi-
ronment where the Hamming distance model can be applied
perfectly to relate power measurements directly to changes
in the cipher’s state registers. Under these conditions, Grain
would be susceptible to power analysis with only a few hun-
dred power samples. However, this is an idealized result and
difficulties would exist in mounting a practical attack which
can not assume that measured power differences can be per-
fectly related to register data. Nevertheless, the results pre-
sented here do illustrate the potential vulnerability of stream

ciphers based on LFSRs and NLFSRs to power analysis at-
tacks and suggest that care must be taken to design implemen-
tations which do not leak power consumption information.
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