Cryptographic Haradware and
Communications Security Researchi
 at Memorial University

Prinicipal Researcher:

Dr. Howard Heys
Electrical and Computer Engineering



J/rrrrrrﬂ -

"'-'.

lrole enl;allgnsand
Applications.




ght. Cryptegr:

BNaYaala NN | N\ .._”‘. ala M)

Hardware implementations

— application to small embedded
devices such as smartcards and
RFID tags
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» compact block cipher with

_ = = 64-bit block and 80-bit key
e < e strong security properties
S o a  only ~1000 gates to
Implement in 0.18 um
o CMOS technology
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 implementation characteristics can be measured and related
to data being processed to attack ciphers:
— power analysis, timing analysis, fault attacks,
template attacks
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g > loss or msertlon of data due to

E——— timing errors can result in

E?t .Zw = -*- permanent synchronization loss

_=__!___ e solution: use cu_ohertext data at receiver
oo sot0.aatt. 10 to resynchonize

= — self-synchronization
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f‘-’i‘elf-synchromzmg hybrid of counter or output feedback

= “(OFB) and cipher feedback (CFB) modes

— In normal operation, configured as counter/OFB mode
with B bit feedback

— when n bit sync pattern detected in ciphertext, next B bits
used as Initialization vector to block operation
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SECUNTY Protecols

ful for applications such as biomedical anc
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ental monitoring
ydes in network have limited battery life

e cryptographic protocols and
algorithms must minimize
energy use in sensor nodes
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. protocols that minimize
transmission energy are

Key Exchange in WSN required
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—+— Implicit IV sch | | - - .
—TiySecscheme |roee-bene oo * block ciphers with ciphertext
L retodio withack | feedback

—— CFB scheme

— minimizes transmission
energy cost

— allows for error recover
from lost packets
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applications increasingly
= Important, particularly
S e 1 v 1 for wireless applications

. \__f .+ new modes needed for
S /&\. ‘%

-Lg.*i;;; _.= ' high speed systems

~=  susceptible to sync loss

e cryptographic system design and hardware implementation
critical to successful realization of embedded
applications and high speed communication systems
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