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Background

Satety Instrumented System (SIS)

What is SIS ?

m A system independent of Basic Process Control
System (BPCS), is designed to take action to
maintain the process safety in the event of Safety

. Instrumented
malfunction S(yssltse;n

“a system composed of sensors, logic solvers and
final-control elements for the purpose of taking the
process to a safe state, when predetermined Basic

conditions are violated” IEC 61508 (2000) Contrar

System
(BPCS)

Operating
Process
LEC : International Electrotechnical Commission

SIS VS BPCS




Background Cont

An example of SIS

The flammable
liquid is drawn from
a process source into
a tank (10 meters
high)

BPCS aims to
maintain tank level
below 5 meters

An alarm will be
activated if liquid
level in tank reaches
to 6 metets.

An explosion will
happen if the level
control fails for any
reason and tank
becomes full

Go to Main Workspace

Basic Tank Level Control
Simulator Safety Analyisis

Start | Stop | Reset |

F51

0.509 ®

P-Controller

Flow In  —=—1

i} Basic Process
Control System

Alarm ==

Set Paint : 5

What Happen if no operator notice the alarm ???




Background Cont

An example of SIS

Basic Tank Level Control

Go to Main Workspace .
; Simulator Safety Analyisis
A SIS, which is a
simple shut down Start | Stop | Reset |
system is added
SIS will
automatically close
valve SV-1 if alarm SC-1 Safety
t fail P P-Controller <z=
system tai Instrumented System
As a consequence, 00 | o
. 0.0 :

whole system Wlu be Flow In ':E* L] ] L~ Basic Process
shut down until SV-1 cy-1 00 PV “** | Qontrol System

operator recognizes A

this hazard Alarm [==> @ LS 1
(D L52
. ﬁ U :
Set Point : 5
= Flow out . |

o] a

MY-1




Background Cont

Satety Function (SF)

What is Safety Function ?

m  “Function to be implemented by a SIS, other
technology safety-related system or external risk,
duct g¥ '1°t°y hich y tended t hi A method to define
reduction facilities, which is intended to achieve or the functional
maintain a safe state for the process, with respect to a relationship between

specific hazardous event” (IEC 61508, 2003) inputs and outputs
in SIS

A set of specific ac.:tlons.to be taken under.spemflc Developing a SIS
circumstances, which will move the chemical process can be regarded as
from a potentially unsafe state to a safe state designing one or

(Edward and Kevin, 2003) :;?éfycf?llgifilz)%r;dlng




Background Cont

Developing a safety instrumented system g
designing one Or more COIrespong
RS CI R AU OO IR Ry Goal: Propose a general

part of each SIS. This functi LTI AR ALY AL
function. SIS through designing fault

diagnosis function, which
can be used in various
process systems

Fault Diagnosis Functior

= 1s among the objective
under a total process of sup
(Sharif and Grosvenor, 1998)
= 1S to monitor the process t he real-time

information from the lowe sensors) and take
actions on higher level (c llers)

= a common approach whi®®can be applied to detect
over-all faults and even faults in components




Research Contributions

m Propose a methodology for real-time fault
diagnosis in process system and its use in
developing real-time SIS

m Implement the proposed methodology by
developing a computer based tool

m Study and evaluate the performance of the
proposed methodology using developed tool.




Proposed Methodology

The proposed methodology implementation is divided into three
stages

Stage 1
System Simulation

l

Stage 2
Knowledge-based Fault Diagnosis

l

Stage 3
G2 Application Development




Stage 1: System Modeling and
Simulation

Why use system modeling and simulation ?

m [tis a quantitative technique that examines
the detailed execution of the process at a

higher level

m More flexible and applicable for a developer to
have a complete system simulator as a platform
rather than trying to apply any extra system into
real process system

m Provide a platform for designing and testing
diagnosis function




Stage 1: System Modeling and Simulation
Cont

System Selection: Micro Steam Power Unit in Thermal Lab




Stage 1: System Modeling and Simulation
Cont

System Selection: Micro Steam Power Unit in Thermal Lab

ElExcel Building Supervizor [Local site-Online)
Edt Data Heports Graphics  Applications  Utlities  Sign-off  Help
eaching Labs Selection Graphic

L ]
Valve Enable Yes Components of unit:
ar printin

% backaround for printing .
o I Superheaters BOller
o
L-

T

152.79 KgH R EDQKPa Superhe t?zDPct Super heaters

Setpoint 150.00 KgH

Doller State Total Flow 3799.6 Ky [Gamn | Steam Turblne

o Condenser

L] Condense Tank
—Bsga kP& Pump

City Volts 640 Other control system
Water | Cj_[:::] Amps 105 A y
Flow Flow ﬁ Turbine Power £57 1 COmpOIlCIltS

41105101
4711417 | 197 kPa

299“CW(

Steam Orifice \} Orifice Plate Spec. Volume Condensate Pump
Flow = Constant Dift. Pres ot Steam Tank

337 PPH - 4781 * J 12.8890nw  + 3888
152.79 KgH

06/13}2006 2:29 PM




Stage 1: System Modeling and Simulation
Cont

System Modeling

=]

Identify the order of the
process model
according to
components of system

Bodl i Stocim P essane (W)

Process Variables to Model

Trend Chart of Steam Pressure in Boiler
Pressure/Temperature/Flow /

Rate Second Order:
m  Steam pressure in boiler
m Steam temperature in boiler
Key Variable of the system m Steam flow rate
First Order:
m  Pipe time delay
= Valve Dynamic

m  Super heater dynamic
etc

Steam pressure in the boiler




Stage 1: System Modeling and Simulation

Cont
System Modeling

Determine model
parameters based on
historical trend log
records

=

=

£
b
g
:
g
3
L
Lu1]

Obtain system
characteristics by analyzing

trend log records
1] X 400 B0 B0 1000 1X0 400 el

Tim (4] El i :I

Simulated steam pressure in boiler by Mat lab




Stage 1: System Modeling and Simulation
Cont

System Simulation by G2

Steps:

1.G2 Object Definition

2.G2 Equation Definition
3.G2 Procedure Development
4.G2 Rule Definition




Stage 1: System Modeling and Simulation

. . Cont
System Simulation by G2

STEAM-POWER-PLANT-SIMULATOR

Steam Generator Procedure Function Rule GDA Inteface Chart

(*) Safe Boiler Pressure
- () Unsafe Boiler Pressure BULBS: | 8

setpoint 160K gH

‘ start | stop reset

SG-P3-1 5G-TS-1 @ ON

T O OFF

Superheaters 'w%.& % }g

L

1+

5G-CY-1 100

5G-F5-2

Level 0.3 ®
12kW SG-P33 5G-T5-3

= Condenser 08 GJI? 0.0

oil Steam inflow rate 0.0
Water flow | City Water ' 1
by Pump upply @ ON Purewater outflow rate 0.0

@® OFF

Power 0.0
et W

SG-CONDENSER-1 l Bl Trend Chart

Condensate
Tank

0.1

| CityWy aterFlow | 0.0 | L
| CondenserFlow | 0.0 | L

s (2

Assumpticn




Stage 1: System Modeling and Simulation
Cont

System Verification : Daily Operations

Turbine Power (W)

‘Bnila Stean Pressure (KPaj ‘

Stearn Flowe Rate (korh)

Time {Min)

Boiler Steam Pressure kPa (absolute) %S Turbine Power (watt) %S Boiler Steam Flowrate (kg/h)

i P
. ket

10:50:00 11:00:00
TURBIMNE-POWER

BLR-STESAM-FLOWRSTE




Stage 1: System Modeling and Simulation
Cont

System Verification: Non-Daily Operations

Reduce Power Load

|Boi|e| Steam Pressure (kPa) |

Steam Flow Rate (kgfh)

Unexpected Events

Boiler Steam

11:30:00
TURBIMNE-POWER

BLR-STEAM-FLOYWRATE



Stage 1: System Modeling and Simulation
Cont

Summary

m The developed simulator is
- Based on simplified process model

» Built by G2 structured procedural language

m The result of the verification 1s acceptable for the

next stage.




Stage 2: Knowledge-based Real-time Fault
Diagnosis Method
What 1s Fault ?

m Also referred as any kind of malfunction in the actual
dynamic system

B Could result from process variables, process
components, or even basic control systems

B Could lead the entire process system to a critical state

The detection and diagnosis of faults in process
systems 1s of great significance

Fault diagnosis method 1s implemented to realize the
fault diagnosis function of developed safety
instrumented system




Stage 2: Knowledge-based Real-time Fault
Diagnosis Method Cont

Why use Knowledge-based approach ?

B [n practice it is almost impossible to obtain a model
that exactly matches the process behavior
(Lamiaa & Ibrahim, 2002 )

B Knowledge-based approach 1s performed based on
the evaluation of on-line monitored data according
to a set of rules which the human expert has learned

from past experience

(Monsef et al., 1997)

® The operator and engineer’s intelligence related to
the specific process systems are implemented into

this approach




Stage 2: Knowledge-based Real-time Fault
Diagnosis Method Cont

Proposed knowledge-based real-time fault diagnosis
method

Inputs Outputs

Operating Three Steps:
Process

1.Acquiring

Information

2. Making

Inferences

3. Taking Actions




Stage 2: Knowledge-based Real-time Fault
Diagnosis Method Cont

Stepl : Acquiring Information

The purpose of this step is to obtain real process data, which
represents current process variables of system

Process data contains valuable information about the state,
operation, and behavior of the process plant, more so in case
with limited available process knowledge

(Sourabh et al., 2004)

A simple and quick method is needed to extract the
meaningful information from the sheer volume of real-time
sensor data

Process trend analysis is a useful approach to utilize real-
time temporal patterns




Stage 2: Knowledge-based Real-time Fault
Diagnosis Method Cont

Stepl : Acquiring Information

Trend Pattern Recognition Approach

A trend is represented as a sequence (combination) of these seven primitives

Primitive is the fundamental element of trend description proposed by Janusz and
Venkatasubramanian (1991)

Seven Primitives : A(0,0), B(+,+), C(+,0), D(+,-), E(-,+),F(-,0),G(-,-) ,where the signs
are of the first and second derivative respectively

Fundamental elements of trend: Primitives (Sourabh et al., 2003) sl entiiple of BIDIE Grend




Stage 2: Knowledge-based Real-time Fault
Diagnosis Method Cont

Stepl : Acquiring Information

Primitive Identification

m  Use Fix Window Discrete Data
Primitive Identification Approach

The discrete sensor data is collected by
the fixed window and fitted by third
order polynomials

The instantaneous first discrete

derivative (FDD) and second discrete

derivative (SDD) are computed using DD The callated:

general least squares fit method

The fixed window size is specified as Faxed window discrete data primitive
five and the computation is based on the identification approach.

new sensor data value and four most

recent data value




Stage 2: Knowledge-based Real-time Fault
Diagnosis Method Cont

Stepl : Acquiring Information

Result of primitive identification
case study

Simulated sinusoids signal data 1s
generated as the input of primitive
identification system




Stage 2: Knowledge-based Real-time Fault
Diagnosis Method Cont

Stepl : Acquiring Information

Trend Recognition
m Process trend is used to capture the pattern of fault event for future analysis

m  Similarity Index (SI) (Sourabh et al., 2003) is used to quantify the process trends and
represent the similar extent of two process trends

For example:
Trend DG, CG are similar to some extent
since the shape of primitive D and primitive C

are alike




Stage 2: Knowledge-based Real-time Fault
Diagnosis Method Cont

Stepl : Acquiring Information

SI Computation

m The SI between two trends can be calculated by the equation below
m Table below shows the pre-defined similarity matrix between each primitive

r@-------

where S . provides the simulanty between F and P




Stage 2: Knowledge-based Real-time Fault
Diagnosis Method Cont

Stepl : Acquiring Information

Algorithm of Computing SI

m First, knowledge-based trend must be —
. . . Nurber of primitives in [7 =N
determined, which includes the number Curen i =1
and type of primitives

Then similarity value is decided after —
comparing each received primitive with priitive p
corresponding knowledge-based

primitive

It similarity value is not equal to zero,

the current SI is calculated

The SI computation ends when either
index is equal to N or the next similarity
value is zero.




Stage 2: Knowledge-based Real-time Fault
Diagnosis Method Cont

Stepl : Acquiring Information

Rate of Change (ROC)

In addition to SI, the Rate of Change (ROC) is also used as the input of the
analysis

Represents the discrete rate of change

Is obtained through computing the instantaneous slope for five individual input
data using general least squares fit method

Characterizes the input sensor data by determining whether and at what rate the
input is increasing or decreasing

Comparing with SI, ROC is capable of quantifying the temporal pattern of
sensor data




Stage 2: Knowledge-based Real-time Fault
Diagnosis Method Cont
Step2 : Making Inferences

Fuzzy Inference System (FIS)

= An inference system based on both expert knowledge and fuzzy
logic
Has the capability of converting the numeric data into linguistic
variables
Be able to handle the impreciseness of process trend

Have been successtully applied in fields such as automatic control,
data classification, decision analysis, etc (Marcellus, 1997)

For detail information about Fuzzy Logic, please refer to
a paper (Zadeh, 1988) by Dr.Zadeh.




Stage 2: Knowledge-based Real-time Fault
Diagnosis Method Cont
Step2 : Making Inferences

Application of Fuzzy Inference System

m Expert knowledge 1s mapped with the knowledge-based fault
process trend (pattern) in the form of fuzzy if-then rules

m For example a rule might read :

If sensor S1 shows Tri AND ROC of sensor S1 is large, then the
fault Fl is most likely to happen

m This rule implies that if sensor S1 has been observed with process
trend Trl and at the same time its value increases significantly,
then the possibility of F1 fault event occurring 1s extremely high

m Trl 1s knowledge-based process trend, which has been recognized
as a fact by the experts based on their experiences




Stage 2: Knowledge-based Real-time Fault
Diagnosis Method Cont
Step 3 : Taking Actions

m The objective of this step 1s to guide the
process back to normal in the case of
abnormal conditions.

= Can be achieved by developing set of
actions which include activating safety
measures and higher layer of protection




Stage 3: G2 Application Developmgan

- - G2 software is
The aims of developing chosen as the

computer application is: developing

platform

Developed
applicatio
To provide the platform for following CN

testing proposed
methodology

To enhance the performance Rule-based reasor'
of the safety system Event detection

To decrease the response Diagnosis capabilaies
interval between detecting Connectivity
fault and taking further

) Integrated intelli@ent
actions

technologies




Stage 3: G2 Application Development Cont

G2 Real-time expert system from Gensym

m  Gensym Corporation is a leading
provider of rule engine software and
services for mission-critical solutions
that automate decisions in real time

Gensym's flagship G2 software applies

real-time rule technology for decisions

that optimize operations and detect, _ G2 Platform _
diagnose, and resolve costly problems g m" LSl

G2 1s the world’s leading real-time
engine platform and uniquely combined
real-time reasoning technologies
including rules, object modeling
simulation, and procedures in a single
development and deployment
environment

Real-Time Dala

G2 platform (www.gensynmr.com)

For more information , please go to www.gensym.com




Stage 3: G2 Application Development Cont

GDA : G2 Diagnosis Assistant

GDA A GDA application contains

m [s an environment for various schematic
developing and running diagrams, which have
intelligent operator capability of :
applications m Acquiring data from real-

Its principal component Heng processes

is a graphical language m Making inferences based on

that lets user express the data

complex diagnostic m Taking actions based on the

procedures as a diagram inference values, such as

of blocks raising alarms, sending
messages to operators, or
concluding new set points




Stage 3: G2 Application Development Cont

Developing GDA Application

Primitive Identification

) Momdinear Discrete Discrele
Real-time Exponential First Order Second Order
Frocess Dula pry,oy Rate of Change||  Rate of Change

(=Tl
%’jf

| Similarity Index Computation | R i Knowlege-based Trend-BBG

Similarity Computation




Stage 3: G2 Application Development Cont

Developing GDA Application

fnpui

Furzification '_H_L_\._' | _UJ"L.._}"_‘__IJ'

j 0.00
oy e g ¥ V)| Deludfcaion 1‘ & Fuzzy Logic System
| ‘~ Implementation

DECISION-PART

E Fuzzy Part 1

FUZZYM

Fuzzy Part 2

Fuzzy Logic Final
Output




Stage 3: G2 Application Development Cont
Developing GDA Application

GEI-INTERFACE

GSI-INTERFACE

f ® G2 Gateway Standard

Interface (GSI) object
needs to be generated

to allow GDA
- application to
PROSESS SERSERIEEET Enable Sensor Input| commun iCﬂ te Wl th
Dizsble Sencor Outou external process sensors

“C” compiled
application 1s created
in monitor workstation
to obtain real-time
sensor reading




Case Study

m [n order to verify the
capability and efficiency

of the proposed m Case Study 1: Fault
methodology, two case Event Detection in a

studies are performed Micto Steam Power

The .dev.elope'd GDA Unit Using Simulated
application with Data

diagnosis function is m Case Study 2:
demonstrated on a

variety of situations

Abnormal Material
Temperature Drop
(real-time industrial

data)




Case Study Cont
Case Study 1

® The input data is
generated by the
developed micro
steam powet unit

The purpose of this
case study is to test
the performance of
the developed GDA
application before
applying it into real
process system

Fault Event Definition

1) The trend pattern of steam
pressure in boiler during this

specific event can be recognized
as BBG

2) Steam pressure suddenly increase
or decrease significantly

Critical Operation Condition

1) FIS output threshold 1s set to
0.85

2) The number of recurring outputs
beyond threshold in 3 minutes 1s
set to 3




Case Study Cont
Case Study 1: Testing Results

=  Micro steam power unit simulator 1s activated under normal process
conditions

= The identified fault event is also generated during the simulation

Fault Diagosis

Snaglt Video Capture

190.0
180.0

1700

11:33:30 am. 1340 ] 33:30am.




Case Study Cont
Case Study 1: Testing Results

Faufl Clagosis

iFs ( \

| F1

J \"- |I li FIR

i |
| 1 L~

11:3400 a.m. 113600 &m 11:38:00 a.m. 11:40:00 a.m.

BOILER-STEAM-PRESSLEE-EPA
FUZDY-LOGIC-DIAGOSI SQLTPUT

When fault event happen




Case Study Cont
Case Study 1: Testing Results

» ) System Critical
Cr/t/ce_a{ Operation
Condition

Event i

1
,‘w‘”

et

10:38:00 a.m. 10:40:00 a.m. 10:42:00 a.m.

BOILER-STEAM-PRESSURE-KPA
FUZZY-LOGIC-DIAGOSIS-0UTPUT

10:44:00 a.m.




Case Study Cont
Case Study 2

B The developed GDA application is tested in real process
system

m Three fluid chemical samples are heated under high
pressure

m When temperature reaches around 100 degrees Celsius,
the heater will be suddenly shut down

B Due to this unexpected operation, the temperature of
heated samples will start to reach beyond the normal
operating level

m The test 1s performed using Advanced Reactive System
Screening Tool (ARSST™) device




Case Study Cont
Case Study 2
ARSST

m s designed to simplify the
acquisition of data necessary
for thermal hazards analysis,
runaway reaction evaluations,
and the proper sizing of

pressure relief vents

is located in the Health, Safety
and Risk Engineering Lab in
the Inco Innovation Centre of
Memorial University and is
used for the purpose of
graduate student experiments

The picture of ARSST standard containment vessel




Case Study Cont
Case Study 2

Three chemical samples,

which are used 1n this
case study are

m Water (H20)
B Sodium hydroxide

solution
(NaOH, 1.60 mg/ml)

B Methyl red
(C15H15N302, 0.1%)

Fault Event Definition

1) Trend pattern of sample
temperature during this specific
event can be recognized as GGB

2) Sample temperature suddenly
decreases significantly

Critical Operation Condition

1) FIS output threshold 1s set to
0.88

2) The number of recurring outputs
beyond threshold in 5 minutes is
set to 4




Case Study Cont
Case Study 2: Testing Results

Three chemical samples are heated at a rate of 2 degrees Celsius per minute under pressure of
120 Psi using ARSST containment

The output of thermal couple TC-1 is obtained through a DAS (Data Acquisition) card installed
on the system monitor workstation

the heater is turned off when sample temperature reached around 100 degrees Celsius

Mormal Material Temperature Drop Test
Sample: Sodium Hydroxide Solution (0.80 mg MaOH mi)
(TC-1; Sample Temperature [Celsius))

J——

Snaglt Video Capture

— Capkure Statiskics

Captured frames: Stark

Dropped frames: Stop
File size:
Resurmne
‘ideo length: 0 Seconds -

Capture length; 0 Seconds

— Capbure Propetties
ﬂ Frame size (pixels): 972 w 464

Frame rate: 2.0 frames|sec

\.\/ﬁ ’V\\/J vw Colors: Trus Color
% ¥
] Compression; Microsoft Yideo 1

Record audio: Enabled

I Press Prink Screen to stop video capture

12:18:00 p.m. 12:24:00 p.m.

Cancel I




Case Study Cont
Case Study 2: Testing Results

Mormal Material Temperature Drop Test
sample: Sodium Hydroxide Solution (080 mg NaQH ml)
(TC-1: Sample Temperature (Celsius)]

Alarm Queue

Time

Alarm Message

04/05/2007 13:47:13 3 Temperature staris to drop significanthy

When fault event happen



Case Study Cont
Case Study 2: Testing Results

Sodium hydrexide solution fuzzy logic diagnosis output (Abnormal temperature drop)

FIS OQuiput —

R T PR [ T——
J 1 | ]

SO e e
Sodium hydroxide solwtion fuzzy logic diagmnrosis output (Normal ternperature orond




Case Study Cont
Case Study 2: Testing Results

Water frr==p Jogifc ofiagrrosis oty st (A D ero rrrral Terrrpy era tirre of rogpe)

Prapa PR b e g -
WAWATEer TIrZ=) FOogic offsrgft OSES CErTIMST (POrrrraad Terrrfraera Tiir < offr oge)

e e S B S
Methwl Red frrzzy foogic diaogrrosis oortprest (Worrrrad fterrrpreratrare ofrogpe )




Conclusions

Fault diagnosis function is a common safety
function, which works as an approach to develop a
general SIS suited to various process systems

Proposed Methodology provides a fundamentally
simply way to handle complex process systems
without making itself exceedingly complex

It 1s straightforward, flexible, and easy to develop
and understand

m The performance can be enhanced by future works




Future Works

® The accuracy of primitive identification can be
improved by introducing a redundancy majority
voting system: Two-out-of-Three (2003)

FIS method could be improved by defining more
trend patterns

m As knowledge-based fault diagnosis method is data-
driven, the performance 1s dependent on the quality
of expert knowledge and frequency of data
processing. This could be further strengthened by
integrating such a data-driven method with a simple

model-based method
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